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Abstract： Detection system as a kind of active means safety protection provides real-time protection to internal 
attack, exterior attack and misoperation. This paper introduces the concept of the intrusion detection system and its 
standardization, classification and comparison and explores its development trend. 
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INTRODUCTION 

Intrusion detection  is a reflection of the intrusion 

behavior (or attempted). It collects information based 

on the numbers of key points from computer network 
or computer system and analyzes it to find out if there 

is a behavior of security strategy or the signs of attack 

in network or system. The combination of software 
and hardware is the intrusion detection system 

(referred to as IDS). Different from other security 

products, the intrusion detection system needs more 

intelligence, it must be able to get the analysis of the 
data and draw the useful results. 

STANDARDIZATION OF INTRUSION 

DETECTION SYSTEM 

The intrusion detection system has two 

international standard, one is common intrusion 

detection framework(CIDF) proposed by America 
Defense Advanced Research Projects Agency 

(DARPA), the other is the intrusion detection working 

group of IDWG (Intrusion Detection Working Group) 

proposed by Internet Engineering Task Force(IETF). 

CIDF model 

The CIDF’s main work  consists of four parts: the 
system structure of IDS, communication system, 

description language and API. 

CIDF divide intrusion detection system into four 
basic components: event generator, event analyzers, 

response units and event database, as shown in Figure 

1. 

CIDF calls the data invading detection system an 
event, which also needs to be analyzed, it can be the 

network data package based on the intrusion detection 

system and can also be a information got from the 

system logs and other ways based on intrusion 
detection system. As shown in Figure 1, the event 

generator is designed to obtain the events from the 

whole computing environment and provide the event 
to other parts of the system. 

 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 

 
 

 

Figure1.  Schematic Framework of CIDF 

Intrusion Detection Working Group(IDWG) 

The intrusion detection working group [4]IDWG is 
a working group operate under the framework of 

IETF and composed of IDS product developers who is 

not interested in CIDF. The IDS system components 
need to communication with each other, also IDS 

system from different manufacturers need to 

communication too. Therefore, it is necessary to 

define a unified agreement so that each part can 
communicate according to the standard stipulate by 

protocol. IDWG has developed a intrusion detection 

message exchange format (IDMEF), IDMEF adopts 

the object-oriented thought, using the XML language 
to describe intrusion detection message. IDWG has 

also developed intrusion alert protocol (IAP) , which 

exchange Intrusion Alerts data in intrusion detection 
systems. The objective of the agreement is transmit 

sensitive alerts data in the IP network. IAP is an 

application layer protocol running on top of TCP, its 

design with reference to HTTP protocol but added 
many other functions (such as initiate connections 

from any end, combined with encryption, 

authentication etc.). 
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A CLASSIFICATION AND COMPARISON 

OF INTRUSION DETECTION SYSTEM 

According to the input data from intrusion 

detection system, IDS is usually divided into host 

based IDS and network IDS; according to the analysis 

method for detection, it can be divided into Misuse 
Detection and Anomaly Detection system. 

host based IDS and IDS based on Network 

Host-based IDS detect and analyze according to the 

system log and audit records of the host system, 

discovering attacks through monitoring and analysis 
of uninterrupted recording system log and audit. Its 

main purpose is to provide enough analysis after the 

event in order to prevent further attacks, the response 

time depends on the periodic inspection intervals, 
real-time is not as good as the network based IDS. 

Based on the network IDS is a network of original 

data packets as the data source. Network IDS usually 

uses packet pattern matching or pattern matching 
based on sequence to define rules, comparing the 

message which have been listened to the rules while 

detected, then determine whether there is any 
abnormal network behavior according to the results of 

the comparison.  

The advantages and disadvantages of the Based on 

the network and based on IDS is as shown in table 1. 
 
Table 1.   Comparison of IDS between the basis of network and 

the basis of host 

Advantages of Network-

Based IDS 

Advantages of Host-

Based IDS 

 Real time detection, 

Response and 

Warming 

 Attack of 

unsuccessful 

detection and 

Malicious attemp 

 Independent of 

operation system 

 Low cost 

 More difficult for the 

detector to transfer 

the data 

 Check the 

successful and 

failure attacks 

 Detect the specific 

system manner 

 Suitable for 

encryption and 

exchange 

environment 

 Detection and 

response on time 

 No need for extra 

hardware 

 Low cost 

 

the misuse detection and anomaly detection 

Misuse detection type mainly describe intrusion 
behavior by the mode of attack and attack signature, 

identifying a system whether there is intrusion 

activities according to the system intrusion attacks, 

according to the static known signature collection to 
intercept network data flow, if it is found that the 

properties of a data packet matching and a signature 

sure, then found the intrusion behavior. 

Anomaly detection technology use the statistical 
method to detect whether there is any abnormal 

behavior, it uses more statistical analysis techniques 

than misuse detection. It needs to establish a target 

system and normal activities model, and then conduct 
system and the user can judge whether the system 

appeared the intrusion behavior according to the 

actual activities of this model. The comparison of 

anomaly detection and misuse detection as shown in 
Table 2. 

 
Table 2  Misuse detection and anomaly detection 

Analytical 
Strategies 

Anomaly 
Detection 

Misuse 
Detection 

Lack means 
allowance 

Anomaly 
detection based 

on machine 
learning 

Misuse 
Detection based 

on signals 

Lack means ban 
Anomaly 

detection based 
on contour 

Misuse 
detection based 

on Strategy 

DEVELOPMENT TREND OF INTRUSION 

DETECTION SYSTEM 

With the development of the market demand driven 
and technology itself, the LDS appears in some new 

forms, IDS has the following development trend: 

1. From the pattern matching techniques to 

detecting neural networks and data mining, intrusion 
detection develops in other intelligent direction, 

especially expert systems with self-learning ability to 

achieve a knowledge base constantly updated and 

extended, so the ability to prevent the intrusion 
detection system will be improved, with a wider range 

of applications. 

2. Introducing the Content recovery and network 
auditing capabilities. It is the basis of the agreement 

to restore the contents of the analysis. The behavior 

on the network is completely recording and 

restructuring, any behavior on the network cannot 
escape its monitoring. Network audit recorded all 

connections in the network event. 

3. Improve the approach of large data network. 
Currently Gigabit intrusion detection system products 

have emerged, but if the intrusion detection products 

not only have the attack analysis, along with the 

contents of the recovery and network auditing 
capabilities, its storage systems is difficult to fully 

operate in gigabit environment. 

4. firewall linkage function. When intrusion 

detected attacks, the firewall will be notified 
automatically, intrusion interception load dynamic 

rules, called firewall linkage function. Currently this 

feature is not yet entirely practical, but with the 
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improvement of detection accuracy of intrusion 

detection products, and linkage function tends 

increasingly practical. 
5. Research on improvements of intrusion detection 

system performance. Intrusion detection systems 

currently exist high false negative rate and false alarm 

rate, taking effective measures to improve its safety 
and accuracy is needed. 

6. protect intrusion detection systems themselves. 

Once the intrusion detection system is controlled by 

intruder, security perimeter of the entire system will 
be in danger of collapsing the front line. So effective 

strategies have to be adopted to ensure the absolute 

safety of intrusion detection systems. 
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